Members Present: Zoom
Andy Hanks, SITSD-Chair
Rich Vimpany, SITSD-V-Chair
Kevin Gilbertson, State CIO
Erika Billiet, City of Kalispell

Guests Present: Zoom
Adam Carpenter, DOA
Alan Grover, OPI
Annie Murdock, SITSD

Carol Phillips, Meta&SAM

Chad Kroll, SITSD

Chris Hunt, Whitefish
Chris Sivonen, L&C Co
Christi Mock, HHS
Cody Jones, Jeff County
Craig Marquardt, SITSD
Cyndie Lockett, LEG
Dale Daugherty

Welcome

Montana Information Security Advisory Council (MT-ISAC)
Meeting

June 1, 2022
1:00 p.m. - 3:00 p.m.
Zoom Webinar

PJ Pomnichowski, SD 33
Michael Sweeney, OPI
Dean Olsen, RMCU
Justin Van Almelo, MSU

David Swenson, DOA
Dawn Temple, L&C CO
Deb Schmitt, Billings
Diane Stuart, DOA
Errolyn Lantz, GOV
Eric Durkin, Peraton
Eric Frazee, Washcorp
Eric Tarr, DOJ

Erin Stroop, COR
James Thomas, L&C Co
Jeff Sprock, Billings
Joe Frolich, CISA

Adrian lrish, UOM
Margaret Kauska, DOR
Jason Emery, Missoula Co
Travis Light, National Guard

Suzi Taylor, STEM
Jeanne Vold, NW Energy

John Noble, TRS

Jon Straughn, COR
Joseph McGill, DOJ
Kathryn Kenison, Butte
Lance Wetzel, SITSD
Mark Van Alstyne, MDT
Michael De la Torre, HHS
Matt Pugh, SFSD
Michael De la Torre, HHS
Michael Jares, DEQ

Mike Mazanec, SITSD

Neil Squires, HHS
Patricia Trooien, PSR
Paul Koz, Public School
Phillip English, PSC
Rebecca Cooper, FWP
Scott O’Connell, HPD
Sheldon Kaldor, HHS
Sherry Mitschke, HHS
Terry Meagher, COM
Thomas Shultz, DLI
Tim Kosena, JUD

e (00:00:03) Recording Announcement, CIO Support Staff
e (00:00:58) Chair Remarks, Andy Hanks
o (00:01:52) Margaret Kauska made a motion to approve the March 2,2022 minutes. Jeanne Vold

2" the motion. Motion carried.

Business

e (00:03:43) NGA Policy Academy (Cybersecurity Workforce Development), Andy Hanks

e (00:06:34) Centralizing Cybersecurity, Andy Hanks
e (00:20:31) Security Strategic Plan, Andy Hanks

e (00:39:44) SOS, Statewide, and SITSD Tabletop Exercises, Rich Vimpany
e (00:42:07) Enterprise Risk Assessment, Rich Vimpany

Workgroup Reports

Current Topics

(00:43:13) Best Practices Workgroup, Rich Vimpany
(00:44:06) Girls in Cyber Security Workgroup, Andy Hanks
(00:49:27) Strategic Partnerships Workgroup, Andy Hanks
(00:50:53) Montana CAREs Workgroup, Andy Hanks

e (00:53:22) Northwestern Energy Cyber Program and Threat Hunting Team, Jeanne Vold
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e (01:17:25) Known Exploited Vulnerabilities CISA Catalog, Joe Frohlich
e (01:31:01) Montana Cybersecurity Enhancement Project (MT-CEP), Andy Hanks
e (01:31:53) State and Local Cybersecurity Grant Program (llIJA), Andy Hanks

o (01:32:26) Cyber Security Planning Committee

Discussion
e (01:34:49) Member Forum, none reported
e (01:35:11) Public Comment, none reported
e (01:35:25) Future Agenda Topics,
o Cyber Security Consolidation
o Review & Approve Operating Procedures
o IRS Audit
Adjournment (01:49:51)
e Next Meeting
September 7, 2022
1:00 p.m. —3:00 p.m.
TBA
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